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~ The History of Fraud

— UIBC Fraud
— PIN Based ATM Fraud
— Lost/Stolen Visa
90’'S
— Return Deposits/New Fraud Accounts
— Home Mail Theft/Chemical Washing
— Introduction of Versacheck
— Debit Card Fraud
Today
— Merchant Breaches — partial vs. full track
Verified by Visa/MasterCard Secure Code
Plastic Card Fraud (Skimming/Card Capture)
Return Deposits/New Fraud Accounts
Versacheck
Identity Theft

Internet Scams (Key loggers, Phishing, Spoofing, Nigerian, Wire
Transfer, Vishing)

Counterfeiting (Money Orders, Cashier’'s Checks)
Traill Heads/Gyms'’s
Relationship with BSA




New Account Fraud/Repeat
Offenders

1 The same fraud rings lead multiple attacks
1 As ring leaders leave, others fill that gap
1\Why do they continue?

1Fearless

1Sentencings
1\Worth the price of “admission”

1 Intelligent
1Awareness of your policies/procedures

1 Organized Crime




Check Counterfeiting

1 Versacheck
—Routing and Transit Numbers
—Magnetic Ink
—Watermark
— Microprinting
—In-clearing items — possible merchant
loss
—Deposit items — possible Fl loss
— Check Stock




Account Takeover

1 Address Changes
1 Card/PIN Requests

1 LOC/HELOC Fraud
— Social Engineering
— Fraudulent payments followed by
— Advances Into check and savings
— Wire Transfers
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Card Capture Devices
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Loorout Warning
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Fecovering tne CARD
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Thetrap is tnern
Inserted into the ATM
slot. Care ls akem rnot
(o Insert tne entire filrn
into tne slot, the ends
are folded and contain
glue strips for petier
acdnesion to







Hetrieval of C

Confiscatecd Card
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vour PIN, the inief carn
rermove ine glued trap
oy yrasping tne folded

tips. rle sirmnply pulls tne

trap out tnai rneas
retained your card,




Carnersa tarnpering
Any unusuzal atiacrnments
r on ;
Fegular Review of ATV Ligniing
Peay aitention to ATM down times
— Do you have any rmonitoring trigyers?
— Wrat are your response fimes?
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Best Praciices (corli.)

Mernoer/Custorner Training ‘

Leverage vendor relatlonsnips

— Wheait solutions are peing developed?
B Jitier Softyware
B ~orelgn Device Recognitiorn

E |\ 2w Faclas \

SHARE INFORMATION

— Pariiclpate In your local fraud & roppery
reetngs
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Best Praciices (corli.)
E Posi Evernt
— Seclre ine slie

— Review video Irmrmecdizizly
— Atternpt to determine window of exgosure

/

— Mermoper/Custorner notlficatiorn
— Deactlvation of plasilc cards
— Notify MasterCard/Visa of CPP
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Training/educaiion

E Cornrnunity Pelations

— Strategic Business Pariners

— Mermper/Custornear Serminears

U)

— Mermper/Custorner Newslatters

lls, lweanis, Senlor Cltlzer
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Be Observant
Personal Safety

Notify Law Enforcement

RS
Notify FI's Security Department ‘
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Case Monitoring

Two or more “lixe” cases

rUn CPP est

Iclentify window of exposure

Define your Card Cormgpromise Siraiegies

Block/relssiue as rieeded

— Mermbper/Custorner notiflcation —
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CREDIT MASTER/CREDIT
WIZARD

E nternet Progreaur

~ \J‘J

E Created 0y rlacrers

E Contains BIN Nurnoers and Algoriinms







