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Bulletin

Date:
 July 1, 2009
       Time:    10:00 a.m. Pacific Time

   To:
 Visa and MasterCard Customers

Subject:
 Visa CAMS Alert is Now Automated / Visa and MasterCard Mass Block Option Added
Summary

Visa CAMS Automation
Effective today, Pemco can now automatically receive and upload your CAMS (Compromised Account Management System) Alerts to the PowerLink system. Once uploaded, a compromised date or compromise code will be added to the Cardholder Database Maintenance screen. Any future authorizations passed to our PRISM neural network will include the uploaded date or compromise code. 
The date passed to PRISM contains the CAMS receipt date if the compromise was 500 cards or greater. Compromises with fewer than 500 cards will include a generic code in the format of a date that describes the extent of the compromised data (see chart below).  These codes will be used as tools to assist Risk Analysts in responding to the fraud. If you participate in this service, it will eliminate the need for you to send a compromised card file to Pemco. (MasterCard CANS alerts already include the upload process. The date of the CANS report or the compromise code will also apply to MasterCard CANS.)
	Compromise Code
	Suspected
	Acct #
	Track 1
	Track 2
	Exp Date
	CVV
	CVV2
	C/H Name
	C/H Add/email/phone
	PIN Block

	12/12/2000
	x
	
	
	
	
	
	
	
	
	

	1/1/2001
	
	x
	
	
	
	
	
	
	
	

	2/2/2002
	
	x
	
	
	x
	
	
	
	
	

	3/3/2003
	
	x
	
	
	
	
	x
	
	
	

	4/4/2004
	
	x
	
	
	x
	
	
	x
	
	

	5/5/2005
	
	x
	
	
	x
	
	x
	x
	x
	

	6/6/2006
	
	x
	
	
	x
	
	
	x
	x
	

	7/7/2007
	
	x
	
	x
	
	
	
	
	
	

	8/8/2008
	
	x
	x
	
	
	
	
	
	
	

	1/11/2001
	
	x
	x
	x
	
	
	
	
	
	

	2/12/2002
	
	x
	x
	x
	x
	
	
	
	
	

	3/13/2003
	
	x
	
	x
	x
	
	
	
	
	

	4/14/2004
	
	x
	
	x
	x
	x
	
	
	
	x

	5/15/2005
	
	x
	x
	x
	x
	x
	
	x
	
	

	6/16/2006
	
	x
	
	x
	x
	x
	
	
	
	

	Xx/xx/xxxx = Date of receipt of CAMS/CANS / Compromises of 500 cards or greater


Mass Block Option   

A new feature has been added for both Visa CAMS and MasterCard CANS to mass block cards received in the upload file. If participating, a Visa or MasterCard customer can contact Pemco to request a mass block of all cards listed in the report. You specify the block code and we will apply it to all cards in the CAMS/CANS file. Our standard fee of .005 cents per record will be assessed for all mass blocked cards in the CAMS/CANS file. Once participating in this service, we will accept your written authorization to perform a mass block by emailing riskmanagement@pemcotech.com. 
Reporting  
Both Visa CAMS and Mass Block will generate reports in the Visa and MasterCard folders of OnDemand. Visa reports include the Compromised Card Edit Auto Upload and the Auto-Blocked Cards by CAMS Alert.  A new MasterCard report titled Auto-Blocked Cards by CANS Alert will be created. These reports will be retained for one year and included in the Risk bundle for PTSI mail. The current Compromised Card Edit Auto Upload report for MasterCard has been modified to include card Status, Expiration Date, Previous Expiration Date, and Card Issue Date.  
How to Participate  
To participate in this service, the first step is to grant Pemco authorization to receive your CAMS alerts. You will continue to receive your CAMS alerts directly. To grant Pemco access, please complete a Visa Third-Party Authorization for CAMS Access form and submit it to the Pemco Implementation Department by fax at 206-352-3411. We will then submit the request to Visa and inform you when the change becomes effective.  You can find this form on Pemco’s website, www.pemcotech.com under Customer Service/Resources/Forms.
Contact
If you have any questions, please contact Visa/MasterCard Customer Support at 1-800-881-7488.
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