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Bulletin


Date:

February 12, 2009

  Time:

4:00 p.m. Pacific Standard Time

To:


All Customers


Subject:
New Details on Recent Compromise Event
Summary
We would like to share additional details regarding the compromise event that was announced yesterday associated with Visa’s case number US-2009-088-IC and MasterCard’s case number MCA0150-US-09. These details are summarized from a conference call held by Visa this morning. 

The source of the breach is known to be a large merchant processor who services Level 4 merchants.  Level 4 merchants are relatively small and are defined as processing fewer than 1 million transactions per year.  The card associations are unable to disclose the name of the merchant processor at this time as this company has not yet publicly disclosed that their system was breached. 

The compromise was caused by a malware attack on the acquirer’s settlement platform. It is believed that  card numbers and expiration dates only were exposed. The dates of exposure spanned from February 2008 to November 2008. It is important to note that no track data or CVV2 information was exposed during this breach, making this very different from the Heartland event. The processor responsible for the breach is expected to release more information on the compromise. 

In comparison to the recent Heartland breach, this breach involves fewer card numbers and is felt to have less risk because the magnetic stripe data was not compromised. Nonetheless, this is a significant breach and many card numbers and expiration dates were compromised. In total Visa estimates about a 20% overlap between card numbers involved in the Heartland compromise and this one. 

Since track data was not compromised, this event is resulting in mail/telephone and e-commerce fraud. Visa encourages issuers to pursue chargeback rights as a means to recover some of the losses related to this breach. Since the breach does not involve a magnetic data compromise it will not meet the requirements for Visa’s Account Data Compromise Recovery program.   

All brands were impacted by this compromise and will continue to send alerts to issuers. Visa will complete sending CAMS alerts associated with this event no later than February 13th. 

The decision to reissue cards vs. monitor affected cards is a business decision. Visa Online’s Risk Management page does include a helpful Breach Kit and Communication Kit to help issuers communicate with their cardholders and choose the best course of action for dealing with card breaches such as this. To explore these resources, please visit https://www.us.visaonline.com/us_riskmgmt. You will need a user id and password for Visa Online to access this information.
We will continue to send updated information as it becomes available. 

 

 

Contact

If you have any questions, please contact Visa/MasterCard Customer Support at 1-800-881-7488. 
