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Bulletin

Date:
 January 20, 2009
       Time:    3:00 p.m. Pacific Time

   To:
 All Pemco Customers

Subject:
 Information on Heartland Payment Systems Breach
Summary


Heartland Payment Systems announced today that its processing systems were breached in 2008, exposing an undetermined number of consumers to potential fraud. The investigation is still ongoing, but Heartland has confirmed that card numbers, expiration dates, and some cardholder names were exposed. No merchant data or cardholder Social Security numbers, unencrypted personal identification numbers (PIN), addresses, or telephone numbers were involved in the breach. For more information on the breach, Heartland is advising customers to visit this Web site: www.2008breach.com. 
Visa and MasterCard are still producing CAM/CANS alerts. We cannot anticipate how widespread this breach will be, however, it is not too soon to begin preparing for the possibility that you may need to reissue cards in response to the situation. Please check your card stock levels to insure that you have enough plastics available to reissue cards. For card stock level information please check the OnDemand Inventory folder and review December’s Inventory Activity Report or log in to Oberthur’s Smart Connection for daily information on card stock levels. 
Contact
If you have questions, please contact Customer Support at 1-800-881-7488.
