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Disaster Recovery 

Jack Henry & Associates has a full disaster recovery (DR) site located in Allen, Texas that serves as the DR site for the Houston Data Center. JHA Payment Processing Solutions will have fully configured systems running in a warm environment within the Allen facility ready to be switched on when needed. Payment Processing Solutions will also have backup connections to Alaska Option, Visa, and MasterCard in Allen for use in the event of a failure in the Houston facility. Data replication will occur between our production systems in Houston and our DR systems in Allen; DR systems will be ready to use whenever needed without the need for restoring data. Additionally, Alaska Option, Visa USA, and MasterCard International will provide stand-in processing while we switch to our DR facility.  

In a DR scenario, Payment Processing Solutions would redirect processing to the Allen, Texas facility. 

Payment Processing Solutions also supports failover VPN technology to provide protection if a primary Internet connection goes down. ATM customers with a dedicated analog phone line can implement “Dial On Demand,” so the VPN system will automatically dial one of our data centers if no primary connection can be established. It will automatically reroute back to the primary when it regains service.

Mainframe and server system disaster recovery procedures include: 


· Disaster declaration and customer notification

· Connectivity redirected to the Allen facility

· Processing switched to the Allen facility

· Systems monitored closely to make sure everything is working correctly

In a disaster situation for the Seattle office, Payment Processing Solutions’ Operations department has contingency plans in place to quickly re-locate to a suitable replacement facility. 

Our DR plans are tested annually every fall. The most recent exercise was November 2009. Payment Processing Solutions examines its DR plan as part of general auditing practices. Payment Processing Solutions continually reviews and updates its recovery procedures between exercises and uses change control processes to ensure that production changes are incorporated into the DR plans. All production changes are tested in a separately partitioned test area on our mainframe in Seattle. All server changes are also tested in a separate testing environment. Payment Processing Solutions reviews its insurance policies annually and adjusts them as necessary. 

In a disaster situation where your financial institution must move services to an alternate site, Payment Processing Solutions will support you as outlined below. 

VPN

You can recover your financial institution’s VPN at your recovery site through the use of a high-speed Internet connection or an analog dial line. Payment Processing Solutions offers a spare VPN router that you can store at your recovery site to be used in the event of a disaster. The cost for the router is $1,500. If you choose not to purchase a spare router, we will ship a new router overnight for next day delivery (business-day delivery unless your area offers Saturday and Sunday delivery). We will help your financial institution set up the connection upon receipt of the router.

Due to the time required to order a new circuit, there is not a recovery plan for Frame Relay. Frame Relay customers should recover using our VPN.

FTP

Your financial institution can send files from your recovery site by FTP. If you have recovered your VPN, you can send files over that connection. Alternately, files can be sent by a dial-up connection. Payment Processing Solutions has previously sent your financial institution a copy of the WS-FTP Pro software on CD. This should be kept at your offsite storage facility so it can be quickly loaded at your recovery site. The CD contains your configuration information so it should be stored securely. If you do not have a copy stored offsite, you can request a new CD at the time of disaster. It will be sent overnight for next-day delivery (business-day delivery unless your area offers Saturday and Sunday delivery). 

To send or receive files through a dial-up connection, you will need a SecurID card. Initially you can transmit files by calling Payment Processing Solutions and we’ll give you a temporary code, which will allow you to transmit files until a SecurID card can be sent. It will take 48 hours for your new SecurID card—24 hours for us to create it and a 24-hour delivery time.

_________________________________________________

You can reach Payment Processing Solutions toll-free 24 hours per day at (877) 887-8794. 
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