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Bulletin

Date:
June 30, 2010 

Time:
1:15 p.m. PDT

   To:
All Customers

Subject:
Compromise Update
Summary

On Wednesday, June 23, 2010, the Risk Management Department received a Visa Risk Manager CAMS report, case number US-2010-393a-RA. We have detected a high percentage of fraud on cards that have been associated with this CAMS file.  It is suggested that if you have card numbers involved in this CAMS file that you block and reissue as soon as possible to prevent future fraudulent transactions on your cards. We have not received a MC CANS file regarding this compromise.  
The compromise details are included below for your review: 

The account numbers included in this alert may be at risk and are related to a potential multi-franchise data compromise.  In order to expedite the distribution of this information, accounts from the multiple locations have been combined into this one alert.  Once the forensic investigations are completed, any necessary subsequent IC alerts will be distributed by franchise locations with confirmed exposure windows**

Case Number:  US-2010-393a-RA

Date:  June 23, 2010

Entity Type: Brick & Mortar

Data Elements at Risk:

Track Data:

- Track 1 Data: Yes

- Track 2 Data: Yes

  

Fraud Reported: Yes

Exposure Window:  March 1, 2010 to June 14, 2010

Visa Fraud Control and Investigations has been notified of a confirmed network intrusion that has put Visa accounts at risk. The reported incident involves confirmed unauthorized access to a retail merchant database of customer information that included full track one and two data. Our investigators have determined, from the information available, that card data may have been exposed on transactions conducted from March 1, 2010 to June 14, 2010.

Even though it is not known if any card information was actually removed during the window of exposure noted above, we must still consider the Visa account data to be at risk. 

Please review your listed accounts at www.visaonline.com and take the necessary steps to monitor, prevent fraud and safeguard your cardholders. While assessing the appropriate action to take, you may want to review the compromised account best practices document located on the HELP section of Visa Risk Manager.
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